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PRACTICAL, SKILL-FOCUSED
The content, and value of this course are unparalleled in the market. When it comes to developing
skills of navigating, searching, pivoting and gathering actionable intelligence from the dark web like a
professional, DWCTIDD is the only course on the market that equips you with real skills, that you can
take with you to level up in your career.

UNCONVENTIONAL STRATEGIES 
DWCTIDD integrates unique information collecting methodologies brought to you from the
Penetration Testing domain. We teach you how to look at information gathering efforts from a
different perspective by leveraging specific collection methods, and manual know-how that improves
the efficiency of a typical OSINT analyst's mindset and approach to collection process, as well as filling
gaps where only solely on OSINT, does not work.

REAL LIFE SCENARIOS
The entire course incorporates real-life scenarios that approximate or directly borrow instances,
pictures, and illustrations from real-world events, practices, concepts, and terminologies. So you can
be certain that the skills and information you learn and apply are industry-relevant.

UNIQUELY DESIGNED EXERCISES
Every topic in the course has a specific section with professionally designed tasks that will test your
thinking and approach to information collecting inside dark web ecosystem. We teach you the talent,
but you must also put it into practice; this is what will genuinely develop your skills and give you the
advantage in the team, company, industry.

PRE-RECORDED LIVE SOURCE-DEVELOPMENT SESSION
Every topic in the course has a specific section with professionally designed tasks that will test your
thinking and approach to information collecting inside dark web's ecosystem. We teach you the
talent, but you must also put it into practice; this is what will genuinely develop your skills.

E P C Y B E R . C O M / D W C T I D D

W H A T  D W C T I D D  P R O V I D E S  Y O U



C O U R S E  D U R A T I O N
2  W E E K S

L A N G U A G E
E N G L I S H  ( S T U D Y  B O O K  +  V I D E O )

A C C E S S  R E S O U R C E S  F R O M  S T A R T  D A T E
6  M O N T H S  F O R  S T U D Y  B O O K
6  M O N T H S  F O R  V I D E O S

S E L F - P A C E D  L E A R N I N G  O N L I N E

E P C Y B E R . C O M / D W C T I D D

D A R K  W E B  C T I  D E E P  D I V E  C O U R S E



D A R K  W E B  I N T R O D U C T I O N
U N D E R S T A N D I N G  I N F R A S T R U C T U R E

T O R  N E T W O R K  -  H O W  I T  A L L  W O R K S ?
T Y P E S  O F  N O D E S  &  W H A T  T H E Y  A R E ?
R E L A Y S
B R I D G E S
O N I O N  R O U T I N G
D I R E C T O R Y  S E R V E R S

T O R  S E C U R I T Y  I N S I G H T S

I N T O  T H E  D A R K  W E B
U N D E R S T A N D I N G  T E R M I N O L O G Y

D A R K  W E B  V S  D E E P  W E B  
V I S U A L  E X A M P L E S
I N T R O  T O  C H I N E S E  E C O S Y S T E M
I N T R O  T O  R U S S I A N  E C O S Y S T E M
E X P L O R I N G  C Y B E R  T H R E A T  I N T E L L I G E N C E
C T I  R E L A T E D  T E R M I N O L O G I E S

F R E S H  E X A M P L E S  
A L L  T E R M I N O L O G I E S  A R E  A C C O M P A N I E D  B Y
S C R E E N S H O T S  A N D  E X P L A I N I N G  F R O M  L A T E S T  H A C K E R
F O R U M S  A N D  P O S T I N G S  T O  G I V E  Y O U  A  S E N S E  O F  H O W  I T
L O O K S  L I K E  I N  P R A C T I C E  I N  T H E  R E A L  W O R L D .

 

M O D U L E  O N E



E X P L O R I N G  D A R K  W E B  S E R V I C E S
S O C I A L  N E T W O R K S  
C O M M U N I T I E S
F O R U M S
C H A T R O O M S
B L O G S
M E S S A G I N G  &  E M A I L  P L A T F O R M S  
M A R K E T P L A C E S  
I M P O R T A N C E  O F  T H E S E  S E R V I C E S ?
T H E I R  I M P A C T  O N  C T I  A N A L Y S T ' S  R O L E ?
H O W  T O  P R I O R O T I Z E  S O U R C E S  O F  I N F O R M A T I O N ?

C O N F I G U R I N G  D A R K  W E B  A C C E S S  
V I R T U A L  M A C H I N E S
O P E R A T I N G  S Y S T E M S
V I R T U A L  P R I V A T E  N E T W O R K S
T O R  B R O W S E R  C O N F I G U R A T I O N S  

O N L I N E  O P E R A T I O N A L  S E C U R I T Y  ( O P S E C )
D A R K  W E B  R I S K S  A N D  T H R E A T S  
O N L I N E  O P S E C  E S S E N T I A L S  F O R  C T I  W O R K

C O N F I G U R I N G  Y O U R  " F A K E  P E R S O N A S "  
A C T I V E  E N G A G E M E N T  ( H U M I N T )  I N S I G H T S  
P R A C T I C A L  T I P S  W I T H  ' S E C U R I T Y  I N  M I N D '  A P P R O A C H

M O D U L E  T W O



D I S C O V E R I N G  N E W  ' D A R K '  S O U R C E S
T H E  E S S E N T I A L S  F O R  K E E P I N G  Y O U R  C T I  T O O L S E T  U P D A T E D

E X P E R T  T I P S  O N  F I N D I N G  S O U R C E S  O F  I N F O R M A T I O N  L I K E
A  P R O .  
L I V E  S E S S I O N  P R A C T I C E

D A R K  W E B  &  C Y B E R  I N T E L L I G E N C E
H O W  A N D  W H Y  T H E S E  T W O  A R E  I N T E R C O N N E C T E D ?
T Y P E S  O F  A C T I V I T Y  O N  T H E  D A R K  W E B  F R O M  C T I  L E N S  
W H A T  D O  C T I  A N A L Y S T S  R E A L L Y  L O O K  F O R  I N S I D E  T H E
D A R K  W E B ?
I M P O R T A N T  I N S I G H T S  Y O U  M U S T  K N O W

W H Y  T H I S  C O U R S E ?
Y O U ' R E  G E T T I N G  T W O  I N  O N E  -  D A R K  W E B  &  C Y B E R
T H R E A T  I N T E L L I G E N C E  K N O W - H O W  T H A T  I S  F U N D A M E N T A L
K N O W L E D G E  I F  Y O U  W A N T  T O  P U R S U E  T H A T  L I N E  O F
W O R K .
Y O U  A R E  G E T T I N G  P R O  T I P S ,  T R I C K S ,  A N D  O V E R  1 3  Y E A R S
O F  I N S I G H T S  A N D  T H I N G S  N O  O N E  R E A L L Y  T A L K S  A B O U T
I N  T H I S  F I E L D .  

L I V E  P R A C T I C E  
V I D E O  L E S S O N S  I N C L U D E  A  L I V E  P R A C T I C E  S E S S I O N
W H E R E  W E  G O  O N  T H E  D A R K  W E B  T O G E T H E R  A N D  D E E P
D I V E  I N T O  R E S E A R C H  O N  V A R I O U S  D O M A I N S  W I T H  F O C U S
O N  S O U R C E  D E V E L O P M E N T .
O V E R  5 0 +  P R A C T I C A L  E X E R C I S E S  T H A T  G E T  Y O U R  W H E E L S
I N  T H E  M I N D  G O I N G ,  H O W  T O  F I N D ,  W H E R E  T O  L O O K ,
W H A T  M E T H O D  T O  U S E ,  H O W  T O  T H I N K  O U T  O F  T H E  B O X
T O  F I N D  S O U R C E S ,  W H A T  D A T A  S O U R C E S  T O  R E L Y  O N .
R E A L L Y  F A N T A S T I C  E X P E R I E N C E  A N D  P R A C T I C E  B U I L D I N G
A S  A  D A R K  W E B  P R O .

M O D U L E  T H R E E


